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Criminals try to manipulate people into
divulging personal or business information or
trick them into schemes to defraud

Criminals can be individuals or part of
industrialized, cyber crime businesses

No single fix since the
threats keep changing;
It’s a perpetutal battle
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Phishing 3
a form of social engineering that appears as

email or a text message that attackers use to
gain login credentials or account information

And its evil cousin, the targeted Spear-Phish or
Vish, using voice to fool you

® 60% of employees will click a phishing link

e 30% of them will actually give up
organization credentials

® 20% stated they would sell their
organizational password

REALITY: the bulk of successful attacks
come because an employee clicked on
something they shouldn’t have

© Bloustein Local Government Research
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TYPES OF ATTACKS

& THREATS

Types of Attacks and Threats

*Targeted Attacks
—Government agencies are generally targets
—It also happens if something goes wrong
*Mass Attacks

—This stems from successful email phishing, social
engineering, plus “brute force” attacks on networks

*Man-in-the-Middle Attack:

—A link to a log-in site that looks legit, but is fraudulent
and will steal your credentials

*Unsecure humans
—Clicking on the wrong link/opening the wrong file
—An employee who steals data for resale or illegal use

© Bloustein Local Government Research
Center, Rutgers University 5
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Phishing email poses as an important email

from a trusted organization
— A notification from the post office, UPS, FedEx
shipping informing the recipient of a delivery @

— A message from a utility provider or retailer

about an overdue bill A

— An alert about the recipient’s tax return

— Invoices or notices for goods and services
(Amazon, Costco)

— Fake credit card reward schemes L. .
Each variation relies

on our instinct to act
on messages that
appear to be urgent

— Direction from your employer, i.e., need
to log-in because you lost some permission

TOP FIVE CEO WIRE FRAUD ATTACKS
FBI: $2.3 Billion in BEC* Losses

270% 14,000+ 11%

Increase in Business Email Number of victims the FBI Number of U.S. companies
Compromise (BEC*) attacks reports who have reported BEC that say attackers have sent
reported by the FBI from Jan. attacks them a wire fraud email**

2015 through Mar. 2016

How CEO Email Wire Fraud Works

Attacker Posing as CEO Spoofed Wire Finance Employee Wire Transfer Company’s Bank
Funds Request Account
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- Embedded, but fake links entice you to open
harmful websites

- Spoofed “from” addresses

- Attachments that are or have embedded viruses or
malware (docx, xlsx, pptx, html, zip)

- MS Office documents can have malicious macros in them

- Embedded images containing hidden code exposing
you to harm

- Coupons and advertisements with “hidden
agendas”

© Bloustein Local Government Research
Center, Rutgers University 7
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e CURIOSITY =34%

* MET AN EXPECTATION = 27%

¢ INVESTIGATION = 17%

e KNOWN SENDER = 16%

e TRUST IN CONTEXT = 11%

* FEAR=7%

e AUTOMATIC = 3%
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or your 4atq

* Clicking on an attachment or a link
embedded in a suspicious email
launches a program that encrypts
(or rewrites) your files

© Bloustein Local Government Research
Center, Rutgers University 8
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S L A C R Y
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All your important files are encrypted.

At the moment, the cost of private key for decrypting your files is 2.5 BTC ~= 550 USD.
Your Bitcoin address for payment:

$ PURCHASE PRIVATE KEY
WITH BITCOIN

You can also make a payment with PayPal My Cash Card

In case of payment with PayPal My Cash Card your total payment is 1000 USD ( 2 PayPal My Cash Cards )

* The files are held for ransom; the hacker who sent
the email will require a payment from you before
they will (hopefully) send you the key (a line of

computer code) that decrypts the files and restore
them.

* Hope you have backups to restore your system;
otherwise you pay!

* Now known to hackers as a victim and
will be subject to future attacks

© Bloustein Local Government Research
Center, Rutgers University 9
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Someone has your password Inbox  x -]

gle <no-reply ints.. il.com> 12:02 (1 hour ago) -

tome |~

Google (0]

Someone has your password

Hi John

Someone just used your password to try to sign in to your Google

Account john.podesta@gmail.com.

Details:
Saturday, 19 March, 8:34:30 UTC
IP Address: 134.249.139.239
Location: Ukraine

Google stopped this sign-in attempt. You should change your
password immediately.

CHANGE PASSWORD

© Bloustein Local Government Research
Center, Rutgers University
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PROTECT YOURSELF
FROM EVIL EMAIL

© Bloustein Local Government Research
Center, Rutgers University 11
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“But, | Think I’'m Smart About This”

* “l knew, if this was something dangerous, my
Norton would protect me”

* “l use Firefox and MacOS, so I’'m not afraid of
the viruses”

» “After | googled it, Photocloud.com seemed to
be a clean website”

* “l googled the email address [...] | found
nothing”

* “| consider our webmail to be safe”

|
|
|
|
|

/

|
sticky notes |
are not for |

passwords |

\_) |

CPN) ||

2
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* Asix character, single case password = 308 million
possible combinations

* Combining upper and lower case and using 8
characters instead of 6 = 53 trillion

* Substituting a number for one of the letters yields 218
trillion.

* Substituting a special character 6,095 trillion

- I

* Use strong passwords or better yet pass-phrases, do not
use names, date of births, or anything known about you

* Change them periodically
* Do not share passwords! But, if you must consider that:
— Anything that happens on that account gets treated
as if you did it
— If you do share a password, change it to something

generic before and back to something complex after;
or change it after it’s use

* Use a personal password manager

© Bloustein Local Government Research
Center, Rutgers University 13
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A password is like a toothbrush

Choose a Don't share it
good one with anyone

Change it
occasionally
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SAFE WEB BROWSING
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Use of passwords on insecure pages

Malware loaded pages

Unexpected pop-ups

This is not your mother’s internet!

3

.
Insecure Connection |

—
- .
e Encrypted Connection
-]
~

Qa http
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httpsﬂ

HTTP
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I PRODUCTS ~ SERVICES SHOPS & DEALS GIFTS ~mMy&a

TRENDINGNOW  hioeect i

Cell Phone Deals

Verizon Wireless
Phone

SPRING'S
Shopping Sites HOTTEST
Best Cell Phone DEALS

Discoun t Online o
Shopping tabl

Deals Of The Day ———
op Now

Internet Shopping

Apple IPhone

IPhone Unlocking

FREE STORE PICKUP
Gift Ideas Buy items online and pick them up in a store. See details >

Hot Deals!

573 99
ERAG

B
ﬂ

$11. 85

http://masterupdate.net/7dist_id=2278&channel=gws_efff&

Aaoberun

| Critical fix is ready to install

The latest version of Adobe Flash Player with
critical security fixes is ready to install now

ftwouldnttake long to upgrade - abd you'll get all
the latest improvements and fixes
\ ight © 2014 Adobe Systems Software Ireland Ltd. All rights reserved
/Nonon Adobe Flash Player T¢

If you are unsure about this type of pop-up,

search for “flash update” and go to an

adobe.com site to check. Don’t download from a
pop-up that’s not from the adobe.com website.
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2 CouponAlert - Microsoft Internet Explorer g@\g
Fle Et View Favorktes Took Hebp [

O - © HE@AG Psower Joroms @ - S EF][B
address @) heml v Go
2 SR Capodiert™ - &iprintable Coupons B Coupon Alertt (G Groupon 2 New Deats {5 Expiring Socn (- Categories & More?

Enter keywords, store name or web address:
lert
Thousands of deals every day! Saved money with CouponAlert?

-~

Store. Category | Expiring Som | Date Added Search

page 1 of1098 O
STORE DISCOUNT CATEGORY EXP. DATE
15% off compatible ink Computers Offics Friday,
ne Products September
30,2011

Beware of free downloads from coupon and
download sites — malware often follows!
And watch where you click!

@ nitpy//1317587423345278789win/72=10013. O ~ & | @ security Warning x ARk eh

Windows Defender Alert : Zeus Virus Detected
In Your Computer !!

Please Do Not Shut Down or Reset Your Computer.

The following data will be compromised if you continue:
1. Passwords

2. Browser History

3. Credit Card Information

4 Local Hard Disk Files.

This virus is well known for complete identity and credit card theft

Further action through this computer or any computer on the network will G al]l IMlicrosoft
reveal private information and involve serious risks.
Technical
Department:

(888) 252-1520 (Toll Free)

®100% v

© Bloustein Local Government Research
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Your Mac OS may have Porn Virus!

These harmful viruses may damage your device's system
files and all your existing contacts might be lost.

File Tools Help

i&:d}ﬂdwCIeaner

Pending. Please uncheck elements you dont want to remove.

‘ C Al programs will be closed in order to proceed correctly to the removal
of the infections. Please save any work in progress and then click [OK]

—

] C:\Program Files (x86)\Uninstaller
J| C\Ucers\MahwareTips\ApoData\l ocal\SearchProtect

© Bloustein Local Government Research
Center, Rutgers University 18
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KEEP YOUR COMPUTER UP TO DATE
Keep windows, antivirus, and browser
updated with latest versions

© Bloustein Local Government Research

Center, Rutgers University
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* In-person

* Phone
—-— Hi Amy,

° Digital Y This is Joe, from

IT...I'm working from f
home today... NN

Ox000314CE VIRUS_DETECTED_WITHOUT_CANCELLING_PENDING_OPERATIONS

Hard Drive Safety Delete Starting In

To STOP Deleting Hard Drive Call:
1-866-359-6475

ERROR CODE: 0x000314CE

Please contact technical support Toll Free: 1-866-359-6475
To immediately rectify issue and prevent data loss

© Bloustein Local Government Research
Center, Rutgers University 20
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...phone callers asking for confidential employer or
personal information, even if they claim to be from IT
or a vendor. Refer them to IT support or hang up.

'‘Can you hear me?' phone scam
Faux telemarketers asking
unwilling victims to respond with a
single word to "Can you hear me?“
Do not reply with “yes”

Don’t clink on text message links
from someone you don’t know

USB SECURITY

People plug in USB
drives quickly

© Bloustein Local Government Research
Center, Rutgers University
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[ 4
[UNFORGETTAIES -
el et

* Do not log on and off a computer when askea
by another employee or outside person —
unless identity is verified

* Caller ID can be “spoofed”

* Use two-factor authentication transactions
whenever its available

* Fiscal and HR people: POSTIVELY confirm all
emailed directions for anything (especially for
personnel information and payment direction)

* Use passcode on mobile devices

43

IS ANY OF THIS

100% EFFECTIVE?

© Bloustein Local Government Research
Center, Rutgers University
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UH, NOPE

*No system is 100% perfect - since threats are always
changing

*Stay aware: stop, think, then connect

*Call your IT support person when in doubt

*At home: www.malwarebytes.org if you get infected

HUMANS

THE WEAKEST LINK IN
INFORMATION SECURITY

* Don’t be curious — just don’t click

* Online; free is never free

* Be suspicious — hover first and check it out

* If you didn’t ask for it, you don’t need it

* Never open attachments from unknown people

* Don’t instinctively open files from people you know
but were not expecting; check with them first

* Lock your PC when away from your desk
— “Ctrl + Alt + Del > Enter” or “Windows + L”

* Test yourself: search for “Pew Cybersecurity Quiz”
* www.pewinternet.org/quiz/cybersecurity-knowledge/

© Bloustein Local Government Research
Center, Rutgers University 23
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CURIOSITY
KILLED THE

(&

KEEP
CALM

AND

STAY
CYBER SAFE

For more information for work or home or school:
www.stopthinkconnect.org

© Bloustein Local Government Research
Center, Rutgers University 24
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Marc Pfeiffer, Assistant Director
Bloustein Local Government Research Center
Bloustein School of Planning and Public Policy
Rutgers University
Marc.Pfeiffer@rutgers.edu

* Technology Risk Management Papers at:

— http://blousteinlocal.rutgers.edu/managing-
technology-risk/

* Or search for “Bloustein Technology Risk”

AND NOW...
SOME WORDS ABOUT TECHNOLOGY
RISKS AND PROFICIENCY

© Bloustein Local Government Research
Center, Rutgers University 25
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Cyber-
security
Societal Financial

Categories
of

Technology
Risk

Reputa-
tional

THREE ELEMENTS OF PROFICIENCY

Technology ¢ Governance - decisions

* Planning —what to do

Managemenf * Budgeting — how to fund

Cyber e Employee tr;.allmng
. e Adopted policies
Hyglene e Encryption of Pll and PHI

Technical ¢ Meets minimum standards

e Access to expertise

Compefency e Incident response plans

© Bloustein Local Government Research
Center, Rutgers University 26
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MINIMUM ACCEPTABLE LEVELS:
TECHNICAL COMPETENCY

Minimum Backup Server Physical
Practices Security

Timely Software Access Privilege

Patching Controls

Strong Defensive Technology
Software Support

MINIMUM ACCEPTABLE LEVEL:
SOUND CYBER HYGIENE

Employee training

Policies: Email, Internet, Password

Protect PIl and PHI

Password strength

© Bloustein Local Government Research
Center, Rutgers University
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MINIMUM ACCEPTABLE LEVEL:
TECHNOLOGY MANAGEMENT

Leadership has access to tech expertise

Incident response plans

© Bloustein Local Government Research
Center, Rutgers University 28



